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Presenter Notes
Presentation Notes
Information in today’s session is drawn from data captured in our Future of Operations market survey of SMBs in the APAC region.
For those not familiar with the Future of Operations study, it is a biennial quantitative survey conducted by Forrester on behalf of Crayon. 
The study this year captured close to 700 companies, across eight countries and operating in 21 industries, with company scale  up to 1000 seats.
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Professional Profile

Business Roles 50%

IT and Security Roles 50%

C-Suite, Exec Leaders 40%

Directors, Snr Managers 60%

. - Final decision makers 60%

m n
Cloud Infra Productivity Security Business Applications Business Continuity Internal buying team members 33%
mFinal = Buying Group m Influencer
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Presenter Notes
Presentation Notes
The study captures decision makers from across the five cloud operating domains, with the majority being final decision makers on technology strategy and investment decisions.
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SMB Scale

O Micro (up to 25 seats)

@ Small (up to 100 seats)
OMid (up to 499 seats)

B Upper Mid (up to 1000 seats)

Source: The Future Of Operations: Advancing Al-Driven Innovation and Cloud Agility for Small and Medium Sized Businesses, a Forrester Consulting study conducted on behalf of Crayon, March 2025
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Presenter Notes
Presentation Notes
The study provides a balance of data from the smallest operations up to the large end of the SMB segment.
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Industry Cluster Weighting

@ Data Regulated:
BFSI, Healthcare, Retail, Education, Govt, Telco, Utilities,
Professional Services, Non-Profit, Media

ODistributed Operations:
Manufacturing, Supply Chain & Logistics, Warehouse &
Distribution, Transport, Mining and Resource Processing,
Engineering, Automotive, Construction,
Agriculture/Food/Beverage

Source: The Future Of Operations: Advancing Al-Driven Innovation and Cloud Agility for Small and Medium Sized Businesses, a Forrester Consulting study conducted on behalf of Crayon, March 2025
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Presenter Notes
Presentation Notes
As a small caveat to some of the data that will be presented today, it is worthwhile noting the SMBs invited to participate this year were weighted into two main industry cluster segments, as you can see here.
The information captured from SMBs that are subject to significant data compliance and regulatory scrutiny, and those that run distributed operations does have some bearing on the priorities being set around cybersecurity. 
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Industry Classifications

Industry Proportion (%)
Financial services, banking, and/or insurance 9.05
Manufacturing, production, and materials 8.74
Retail 8.44
Healthcare 8.13
Business or professional services 6.44
Non-profit 6.13
Supply chain and logistics 6.13
Government (e.g., local, state, federal) 5.98
Engineering (e.g., mechanical, civil, industrial) 5.83
Automotive (e.g., manufacturers, dealerships) 5.83
Education 5.83
Warehouse and distribution 5.83
Utilities 5.83
Mining and resource processing 5.83
Technology and/or technology services 1.53
Telecommunications services 0.92
Construction 0.77
Consumer product goods and/or manufacturing 0.77
Transportation 0.77
Agriculture, food, and/or beverage 0.61
Media and/or leisure 0.61
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Trends for 2027

SEINMERIGERYENS

Research Program Lead,
Crayon APAC



Presenter Notes
Presentation Notes
Today, we will be discussing a number of insights and trends emerging from our latest Future of Operations survey of SMB operations across the region, so let’s dive into some of the broad insights that provide underlying context to the specific findings around cybersecurity that will be covered today.
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Investment up in all domains

62%

59%

60% 61%

45%

Security

Continuity
1%
2% O% s
|
Decrease Maintain Increase Uiie e Ll IS Decrease Maintain Increase
Continuity has biggest spike on 2023.
68%
d4% B 2023 RESULTS
Productivity B 2025 RESULTS
2% 2%
Decrease Maintain Increase Decrease Maintain Increase

Data comparisons from The Future Of Operations studies 2023 and 2025, conducted by Forrester Consulting on behalf of Crayon
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Presenter Notes
Presentation Notes
SMBs are dusting off their wallets and moving out of a maintain or consolidate trend to increase investment across the board.
We see Cloud, Business Applications and Productivity continue to grow, underpinned by steady investment in Security and a significant spike in spend projected to go into Business Continuity.

INFERENCES: 
SMBs are more aware than ever of the need to secure and ensure availability of their cloud operations
SMBs are conscious that better management of their data assets matters to their ability to utilise emerging technology effectively
Improved data protection is being factored into SMBs broader risk and resilience strategies. 
This indicates SMBs will be looking to their partners to help them bring cybersecurity and business continuity strategies closer together.




CYBERSECURITY 2027: SMB PRIORITIES AND BUYING BEHAVIOUR

SMBs will invest more with their IT partners

8% 35% 38% 14%

Projecting Upward range Upward range Upward range

Maintained spend 1% to 10% 11% to 20% 20% +
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Presenter Notes
Presentation Notes
The data shows clearly that SMBs are projecting bumped up budget allocations for third-party service engagements. 
88% of SMBs surveyed have or will increase budgets for their IT service partners.
In fact, the proportion of those who expect to spend upward of 20% has more than tripled from the 2023 Future of Operations findings.

This is great news for partners, yet of course, the capabilities sought are changing.  There is little to no emphasis on needing services that are built on public cloud commodities and keeping the lights on.  In fact, most SMBs surveyed have a high level of confidence in their ability to run their own foundational cloud operations. 
Selection criteria is starting to concentrate more around providers that can help SMBs execute on hybrid and multicloud strategy, and that can ensure cybersecurity and continuity across cloud, on-prem and edge environments. 
Importantly, SMBs are maturing in the need for continuity that extends beyond basic backup.
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Emerging Themes

SMB critical objectives are focused on making operational gains in five key areas:

( Experience. )

( Competitiveness & Performance. )

Aqility & Responsiveness

( Risk & Resilience )

Efficiency & Optimisation

Enhanced engagement, satisfaction and efficiency for customers,
employees and partners.

Innovation, brand strength and differentiation for revenue growth and
market leadership.

Faster pivots into opportunity and out of risky or volatile conditions with
increased adaptability.

Improved continuity, compliance and reduced exposure to known or
unforeseen risk horizons for enhanced market trust.

Continuous improvement programs that enhance value gains and
reduce value loss for greater profitability.
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Presenter Notes
Presentation Notes
When we look at the critical business and IT objectives, and the IT actions and solution adoptions that are given priority over the next 24 months, we see some clear themes emerging 

Today, while we will focus mainly on trends related to the Risk and Resilience theme, it is worth considering how investments in security and continuity are critical to underpinning and enabling the ability of SMBs to deliver on their broader topline objectives. 

These themes give us an indication of where SMBs will place bets on technology to not just improve their operations  - but contribute directly to an overall increase in business value and net worth.
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Business Objectives

HIGH TO CRITICAL PRIORITY RANKING

Improve customers’ experience 80%

Competitiveness Improve business partners’ experience 67%
and Performance

Improve employees skills and capabilities 73%
Agqility and Responsiveness Grow revente 279
Risk and Resilience Improve ability to innovate 72%
Efficien cy an d Increase influence and brand reach in the market 72%
Optimisation Improve differentiation in the market 66%
Accelerate response to business and market change 68%
Improve ability to adopt flexible and scalable ways of working 64%
Improve operational resilience 67%
Reduce enterprise risk 63%
Better manage compliance and regulation complexity 67%

Reduce costs — 60%

The Future Of Operations: Advancing Al-Driven Innovation and Cloud Agility For Small And Medium-Sized Businesses, a Forrester Consulting study on behalf of Crayon, March 2025
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Presenter Notes
Presentation Notes
These are the business objectives that SMBs in the study identified as being of high to critical priority.
We see Experience tops the bill, followed by revenue growth. The ability to innovate and to respond to change in the market and within the business also stands out.
How is IT responding to these business objectives? 
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IT Objectives

HIGH TO CRITICAL PRIORITY RANKING

Improve IT capabilities to enhance customer experience 71%

Improve IT capabilities to enhance employee experience 70%
Align IT performance to business outcome metrics 70%

Competitiveness Enhance cross-organisation IT collaboration with business 69%

and Performance Increase technology-enabled experimentation and.. 72%
Improve access to insights to unlock the value of data 70%
Agi”ty and Responsiveness Align tech strategy with business-value priorities 67%
Align tech architecture with business strategies 66%
Risk and Resilience Link investment initiatives to strategic business objectives 65%
Efﬁciency and Increase IT delivery speed 71%
Optimisation Increase business adaptivity 69%
Improve IT’s environmental sustainability 69%
Increase IT operating model performance 68%
Improve security and privacy 77% _
Improve IT reliability and resilience 69%
Reduce IT risk exposure 63%
Optimise value from external partners and suppliers 67%
Continuously enhance existing IT roadmaps 64%
Reduce IT complexity 56%
Cut IT costs 50%

The Future Of Operations: Advancing Al-Driven Innovation and Cloud Agility For Small And Medium-Sized Businesses, a Forrester Consulting study on behalf of Crayon, March 2025
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Presenter Notes
Presentation Notes
Here we see that IT is going to underpin the businesses objectives for growth, competitiveness, innovation and operational agility with an increased focus on security and privacy.

This indicates more focus on suring up mission-critical platforms and systems to enable safe innovation and cloud adoptions, protecting customer trust equity and reducing compliance exposures that create financial and reputational risk. 
This is underpinned with objectives to improve IT reliability and resilience. Minimising downtime and disruption, supporting continuity and disaster recovery readiness protects revenue streams, ensures customer CX and trust 

The next prominent objective for IT is to increase technology enabled experimentation and innovation. This indicates IT leaders will aim to enable capabilities for such things as faster prototyping, testing and rollout of ideas, and reducing time to market for new offerings. Of course, key to those goals in improving the way a business leverages its own data, which is going to be absolutely foundational for SMBs that have an appetite for AI adoptions.

We see here also that IT delivery speed is key to that ability to respond to change and move fast on new opportunities. And pivot ready-operations have to be underpinned with the ability to support dynamic scaling, rapidly reconfigure and so on, which goes to the objective of increasing business adaptivity.

Objectives to note also are those IT has set around aligning tech strategy, tech architecture and IT performance to business value and outcomes.  IT stakeholders in SMBs will increasingly look to their partners to help them prove that their investments are directly contributing to business outcomes and metrics. They need help to bridge strategic objectives to successful execution.
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Al Momentum is Significant

Al Implementation

Implementing, planned expansion in next 24 months — 38%

Planning to implement in the next 24 months _ 23%

Implemented, not expanding in the next 24 months 11%

Currently implementing, not expanding in next 24 months 12%

Interested, not implementing in the next 24 months _ 13%

Not interested in implementing F 3%

0% 5% 10% 15% 20% 25% 30% 35% 40%

61% of all SMBs surveyed have implemented or are
currently implementing

38% plan to expand implementations

23% planning implementations over next 24 months

83% of those not ready to implement are experimenting
with free/consumer Al tools or running pilots

The Future Of Operations: Advancing Al-Driven Innovation and Cloud Agility For Small And Medium-Sized Businesses, a Forrester Consulting study on behalf of Crayon, March 2025
(A Crayon


Presenter Notes
Presentation Notes
We must note the reality that SMBs are  moving fast on AI.
61% Implemented or planning to implement within 24 months. 
Combine all SMBs surveyed that have implemented, are implementing or plan to implement, that’s 84%
The data also shows us that IT is the line of business that is taking up AI the fastest.
To dig into this and explore the appetite for AI in a cybersecurity context, I’ll now hand over to Gino Barletta.
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The Appetite for Al

Gino Barletta

Senior Cyber Security Presales
Consultant



Presenter Notes
Presentation Notes
Thanks Samantha,
As a cybersecurity consultant, working with both enterprise customers and SMB partners alike,
Bringing both a unique and practical (think field experience) to mix.
We understand partners are doing more than "break-fix" and "keeping the lights on" for their customers.
SMB are looking for MORE help from their partners, being strategic adviser, to both protect their business, as well as provide solutions to meet their dynamic business nature.
For example,  implementation of AI within their business, and finding alignment with competitive edge – without breaking the bank (cost effective solution).


CYBERSECURITY 2027: SMB PRIORITIES AND BUYING BEHAVIOUR

Al Implementation in Business

IT/security 35%
Customer experience/service
Finance/accounting
Operations
Marketing/advertising

Digital

Sales

Human resources/training

Strategy

Risk and compliance

Legal

0% 5% 10% 15% 20% 25% 30% 35% 40%

The Future Of Operations: Advancing Al-Driven Innovation and Cloud Agility For Small And Medium-Sized Businesses, a Forrester Consulting study, commissioned by Crayon, March 2025 Oo C


Presenter Notes
Presentation Notes
From the Forester research, as commissioned by Crayon in March 2025,
We can see a significant uptake of AI within IT and security operations is the most significant by a country mile. 
The implementations of AI across all business lines, is a good indicators of where data, platforms, systems, databases, will need review and modernisation.
Every customer, today, has some form of AI in their environment, be it sanctioned or unauthorized.
Understand what the AI has access to, defining and implementing guard-rails for information protection,
To ensure that information is not leaking out of your company.
As an MSP, providing the guidance and capability for AI solutions, which are "fit-for-purpose" is important.
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Security and Continuity are key for Al in the Cloud

High to Critical Importance
58% 60% 62% 64% 66% 68% 70% 72% 74% 76%

Robust compliance and security measures

High availability with reliable uptime and disaster recovery

Seamlessly connecting Al with analytics, 10T, and other cloud-native offerings.

Seamless integration with different data sources

Achieving cost efficiency through consumption-based pricing

Maximising performance of core Al workloads with specialized Al instances via cloud GPU capabilities
Accelerating time to value with turnkey Al solutions and tools (e.g., ready-to-run Al applications)
Automated scaling and descaling and fast data access for model training and inferencing.
Adopting the latest Al tools and functionalities from cloud providers

Simplified infrastructure management

Streamlining deployment with managed services

Eliminating the need for on-premises hardware and its related cost and maintenance.

Rapid deployment of Al tools

(%) Crayon


Presenter Notes
Presentation Notes
When we look at what IT organisations aim to achieve by operationalising AI in the cloud, we see their aim and their ambition.
BUT the reality is most SMBs have challenges and constraints, ranging from skills / resource shortage through to readiness & leverage AI solutions as well as alignment to business requirements. 
These fundamental challenges affect SMBs ability to meet infrastructural requirements for compute, storage, data preparation, data protection, data recovery and security needed to operationalise AI in the cloud.
And they know it, so who are they looking to partners to help them bridge the gap between AI ambition and execution and this includes helping them to align cloud and AI strategies. 


CYBERSECURITY 2027: SMB PRIORITIES AND BUYING BEHAVIOUR

SMB Service Requirements in Security Domain

Thinking about cloud adoption for the following operational domains for the next 24 months, please indicate the initiatives for which
your organisation is likely to engage a third-party service provider to support.

Integration services 35%
Business application implementations 37%
Migration / replatform 38%
Cloud cost optimization 38%
Application modernization 39%
Operations cloud training 41%
Cloud native development 42%
Developer cloud training 44%
Cloud strategy development 46%
Cyber security assessments 47%
Managed cloud operations services 49%

The Future Of Operations: Advancing Al-Driven Innovation and Cloud Agility For Small And Medium-Sized Businesses — a Forrester Consulting study, commissioned by Crayon, March 2025 Oo eryon


Presenter Notes
Presentation Notes
SMB Security Domain Service Requirements

SERVICE: Managed Cloud Ops : SMBs seek external partners to manage the complexity of multi-tool security stacks, hybrid infrastructure, and governance frameworks.

Linked Priorities:
67%: compliance and regulatory management
63%: enterprise risk
64%: flexible, scalable ways of working

Associated Adoptions:
IAM tools, Endpoint protection

SERVICE: Cost Optimisation. Security can add cost. Aligning investment with actual risk and usage matters, especially with EDR/XDR stacks and compliance tooling.

Linked Priorities:
60% reduce costs
67% improved governance

Associated Adoptions:
Centralised security platforms (e.g., Defender for Business, NinjaOne)

SERVICE: Cybersecurity Assessments
Assessments can precede new investments or compliance initiatives. It is important that such assessments do not rely 100% on automation. For instance, Crayon’s assessments available as a through-partner service for customers – use consultants experienced at identifying gaps in human behaviour and culture. This is a key differentiator when offering assessment services.  The findings from assessments that show cultural and behavioural gaps at the human interfact can then strengthen the positioning for additional solutions such as security awareness training. 

Linked Priorities:
67% improve operational resilience
63% reduce enterprise risk.

Related Adoptions:
Cloud workload protection (40%)
Human risk management training (40%)
Dynamic/static app testing (43% / 37%)

SERVICE: Ops Cloud Training
The need for security adoptions may front run building internal capabilities to manage tools day-to-day. 
Managing cloud security day-to-day requires upskilling of IT staff—especially those new to tools like XDR, IAM, and policy-based controls. Partners with expertise in key solution areas can wrap high-margin and sticky services around upskilling internal teams.

Linked Priorities:
67% want improved employee experience
64% seek flexible/scalable operations

Associated Adoptions:
XDR, Endpoint and device controls.

SERVICE: Application Modernisation
Legacy systems with poor access control and patching create vulnerabilities. SMBs are modernising apps for better performance and reduced attack surface.

Linked Priorities:
66% improved market differentiation
67% prioritise operational resilience

Associated Adoptions:
Modern IAM
Encryption, firewall enhancements

SERVICE: Migration / Replatform
Security is a top concern during migrations especially when moving from on-prem tools to cloud-based security platforms or replatforming for Zero Trust.

Linked Priorities:
67% want better resilience
64% pursue scalable operations

Associated Adoptions:
SaaS IAM
Cloud-native app protection

SERVICE: Business Application Implementations
Security is embedded within CRM/ERP/BI platforms (e.g., D365, Power Platform). Implementations now must consider secure access, governance, and audit capabilities.

Linked Priorities:
80% customer experience
73% skills development and innovation

Associated Adoptions:
IAM integration into business apps
Compliance configuration in Power Platform

SERVICE: Integration Services
SMBs are stitching together multiple tools—security solutions need to interoperate across productivity, cloud, and apps. Integration support is vital to reduce complexity and gaps. Integration services help unify systems, data, and processes across various tools (e.g. CRM, ERP, security, analytics). This isn’t just an operational fix — for many SMBs, it’s a competitive move.
Effective integration enables SMBs to deliver faster, more seamless customer experiences (e.g. sales, billing, support all aligned), and to gain clearer business insights by connecting data across silos (e.g. combining marketing and sales funnel data with customer service feedback).  They need assistance to enable automation of unique workflows that reflect how the business operates — not how off-the-shelf software dictates and outcomes that reduce friction in decision-making, because everyone sees the same data, in real-time

Linked Priorities:
67% want better compliance
66% seek differentiation

Associated Adoptions:
Unified endpoint/security management
Platform API integrations (e.g., Defender + Power Platform)
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Al Service Demand in Security Domain

Al opportunity assessments [N 449%
Al solution validation [ 46%
Al user training (IT users) [ 46%
Al adoption training [ 47%
Al readiness assessment [ 50%

The Future Of Operations: Advancing Al-Driven Innovation and Cloud Agility For Small And Medium-Sized Businesses — a Forrester Consulting study, commissioned by Crayon, March 2025 Oo Cr-qyon


Presenter Notes
Presentation Notes
AI Service Demand in Security Domain 

AI Readiness Assessments:  SMBs want to understand whether their current security infrastructure, data maturity, and operational capabilities are fit for AI-driven solutions like threat detection, or predictive analytics. Services support SMBs strategic need ensure value before investment.

 AI Adoption Training:  Security teams may lack familiarity with AI-powered tools and workflows. Training builds confidence in using AI to support decision-making, automate detection, and reduce false positives. Critical to overcoming resistance and ensuring safe, responsible use.

AI User Training: AI for security isn't plug-and-play. Hands-on understanding is required to operationalise it. Technical staff need tailored training to configure, manage and monitor AI-infused security tools.

AI Solution Validation:  AI-based security products must perform as expected in the SMBs specific environments. Validation can de-risk implementation by confirming detection accuracy, speed, and interoperability with existing tools. 

Opportunity assessments:   These services help SMBs identify where AI can be applied across their security operations to focusing efforts where ROI and risk reduction are highest.

So now we have an understanding of the objectives businesses are pursuing, we know the appetite for AI is real and we have a picture of where SMBs are looking to their partners for services within the security domain.  Let’s drill down now into the specific security solution areas where SMBs plan to invest between now and 2027.  To take us through this, I’ll hand over to Shahbaz.
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Security solution adoption intents

Shabaz Wadiwala

Senior Cyber Security Presales
Consultant




CYBERSECURITY 2027: SMB PRIORITIES AND BUYING BEHAVIOUR

Security Solution Adoption Trends

Zero Trust network access

Extended detection and response

SOAR

SaaS-delivered IAM

User and entity behaviour analytics
Dynamic app security testing

Cloud workload protection platforms
Firewall as a service

Human risk mngmt/security awareness training
Endpoint security solutions

|dentity and access management tools
Virtual firewall

Static app security testing

Mobile threat defence and threat protection
Managed detection and response
Database audit and protect

Encryption/folder level encryption

30%
29%

36%

32%

38%

33%

38%
41%
40%

36%

B Planning to adopt within 2 years

41%
38%
40%
43%
41%
44%
44%

Currently adopted

48%
48%
46%
44%
43%
43%
40%
40%
40%
39%
38%
38%
37%
37%
36%
35%
35%

(%) Crayon


Presenter Notes
Presentation Notes
Zero Trust Network, Identify and Access Management, SaaS delivered IAM, User and Entity Behaviour Analytics: These tools collectively support secure authentication, access control, and behavioural analysis, critical as SMBs adopt more SaaS and hybrid work models. 

Endpoint, Encryption Virtual Firewall/Firewall as a Service, cloud workload protection, mobile threat defence, database audit and protect: Traditional and cloud-era protection layers that help SMBs defend their expanding perimeter. Encryption part of broader DLP or compliance strategies, often implemented via built in tools such as Purview.

XDR, SOAR, Dynamic/Static App Security Testing: Reflect SMB appetite for more proactive, integrated response capabilities—often delivered through bundled platforms or MDR services. SOAR is less “orchestration frameworks”, more achieving automated, streamlined threat response, usually through integrated features within security platforms or partner-delivered managed services.

Human Risk Management/Security Awareness Training: SMBs more aware of and willing to invest in solutions that mitigate user behaviour in security breaches and the increasing focus on cultural readiness and cyber hygiene.

So let’s drill down into some of these a bit more and let’s start with SOAR.  We were interested that this flagged for SMBs as an adoption trend, because SOAR is very complex.  Scott – what does SOAR mean in an SMB context?
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Continuity Solution Adoption Trends

Cloud Storage

Cloud management

Cloud Data Backup

Cloud Database Management Systems
Cloud Data Warehouse

Disaster Recovery as a Service
Backup solution for cloud migration

Policies and governance for backup and recovery

— Optimised security in backup and recovery

I 30%

50%

—— 36%

42%

A 419

35%

A 41
38%

T 419
39%

T ——  42%
39%

42%
39%

® Planning to adopt within two years Currently adopted

(%) Crayon


Presenter Notes
Presentation Notes
The rise in Business Continuity adoption is not happening in isolation—it’s embedded within a broader hybrid and multicloud transformation journey. SMBs want to improve agility, reduce risk, and maintain seamless service, even in the face of disruption. 

Combined with the 50% intent to adopt hybrid cloud storage and 43% for endpoint and server backup, the implication is that DR is moving beyond just data to full system and workload resilience.

By moving toward automated, policy-driven backup solutions, SMBs are re-framing continuity as a value driver, not just a cost centre. These investments support uptime, customer SLAs, and regulatory audits—all measurable business outcomes.

Partners who can align backup, storage, governance, and recovery with these transformation goals will unlock new revenue and service opportunities.
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Mapping security to business priorities

Michael Brooke
Crayon APAC One Security
Team Leader
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Business Objectives

Improve customers’ experience 80%

Experience Improve employees’ experience 67%

HIGH TO CRITICAL PRIORITY RANKING

Competitiveness Improve business partners’ experience 67%
and Performance
Improve employees skills and capabilities 73%
Agqility and Responsiveness Grow revenue 77%
_ » - : o
Risk and Resilience Improve ability to innovate 72%
- Increase influence and brand reach in the market 72%
Efficiency and
Optimisation Improve differentiation in the market 66%
Accelerate response to business and market change 68%
Improve ability to adopt flexible and scalable ways of working 64%
Improve operational resilience 67%
Reduce enterprise risk 63%
Better manage compliance and regulation complexity 67%

Reduce costs — 60%

Source: A commissioned study conducted by Forrester Consulting on behalf of Crayon in 2025 Oo eryon


Presenter Notes
Presentation Notes
Coming back to the Business Objectives that Sam took us through earlier, and the KPIs that IT have set on themselves to align their strategies, investments and architectures to directly contribute to these, let’s look at how cybersecurity threats can impact a businesses ability to achieve key objectives.
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Non-technical decision makers may need help to
understand:

1. how cybersecurity threats can impact the achievement
of topline business objectives

2. how planned IT actions mitigate that impact

(%) Crayon
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The following slide is an example
of visually mapping impact and |IT
action directly to business
objectives.

(%) Crayon



Align tech strategy with Increase tech-enabled Increase business Improve IT reliability
business-value priorities 67% experimentation and adaptivity 70% and resilience 69%
innovation

Measure IT performance .
based on contributionto  66% Improve access to insights to unlock value of data 70% adaptive platforms
business results

Improve the use of data and analytics technology (enterprise data fabric, data lakes, cloud data warehouse)

Integrate 3 party Al tools on cloud
Implement EDR /Advance Zero Trust I
Leverage low code for dev .

Usage of unsanctioned Al =
leakage of new IP

Use open, scalable,

Connegt cloud and edge 49%
strategies

management strategy

Enhance cloud data 49% l

Accidental Sharing of Pll data

— E Gies o Email Fraud

Cloud Compute Fraud

S
N,
/

o

Business outage due to

. ——r Ransomware
Priority IT Objectives

k():.tior;.s to achieve Advanced Persistent Threat Actors come after the customers, the money, the IP and the operational base
objectives

. Security Risk Vectors

Crayon
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Presentation Notes
Making the direct link between the money spent on cybersecurity solutions and services and business outcomes can be challenging but it is essential.
What we are showing you here is key data from the study showing business objectives, with aligned IT objectives and planned actions.
We have identified common threats that can be mitigated as a result of planned IT actions and linked these back up to where they impact business objectives.
This approach can be very useful when educating non-technical executive leaders and decision makers, who care about what will prevent them from achieving topline objectives.
It’s just as valuable in conversation with IT decision makers, because it shows you understand they are expected (and KPI’d) on showing how their actions (and subsequent investments) will contribute to protecting and enabling the business to achieve key objectives. 
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The following are further
examples of how partners can
map threat impact, action and

solution directly to business
objectives.

(%) Crayon



Impact of Human Risk and Social Engineering Threats on Business Objectives

Security Awareness
Improve CX — Pll leaks via phishing e Training / Human Risk - usecure, Layer8
Management
Grow Revenue Business Email Email security, user - Microsoft Defender,
Compromise = fraud loss behaviour monitoring VIPRE

Improve Operational e Credentials stuffing = -

Delinea (PAM), Microsoft
Resilience system compromise

IAM hygiene, MFA (Entra ID)

Microsoft Defender for
UEBA, Insider Risk =  Cloud Apps, Microsoft
Purview, CoreView

o Weak insider threat -

ALL OBJECTIVES .
detection

(%) Crayon


Presenter Notes
Presentation Notes
Low current adoption of human risk management tools + high social engineering attacks in APAC.


Impact of Identity and Access Risk on Business Objectives

Improve CX and Account takeover of
Revenue > customer portals
Operational Resilience - Privilege misuse

o Overprovisioned cloud

ALL OBJECTIVES .
permissions

—

—

Zero Trust, SaaS |IAM,
MFA

PAM, Least Privilege
Enforcement

Cloud IAM auditing

—

—

Delinea, Microsoft,
Netwrix

Delinea, Microsoft

CoreView, Netwrix

(%) Crayon


Presenter Notes
Presentation Notes
IAM, SaaS IAM and Zero Trust adoption still low = high risk.


Impact of Vulnerability and Misconfiguration Exploits on Business Objectives

Responsiveness and Web App exploits, SQL , Invicti, Microsoft
Innovation —> injection —> DAST/AST, APl Security  —3 Defender for Cloud Apps

Operational Resilience = Misconfig in endpoints - Automated patch - Autormox
and cloud management

All —> DNS Hijacking —> Secure DNS and Filtering = DNS Filter

Al e Shadow IT, - SaaS auditing and policy - CoreView
Unmanaged SaaS enforcemeent

(%) Crayon


Presenter Notes
Presentation Notes
Dynamic App Security, Cloud Workload Protection low = high risk for web, API & cloud-native apps.


Impact of Detection and Response Weakness on Business Objectives

EDR/XDR, Immutable Trend Micro, Veeam,
Backups, SOAR o 4 Microsoft, VIPRE, Zirilio

Operational Resilience ==y  Ransomware outbreak 3

Responsiveness =—>  Slow incident response o 4 Automated SOAR o 4 Contraforce., Microsoft
playbooks Sentinel
—) Lateral movement after Microsegmentation, ,
ALL OBJECTIVES o 4 . 4 Netwrix
breach Threat Containment

(%) Crayon


Presenter Notes
Presentation Notes
Low EDR, XDR, SOAR adoption = longer dwell time for threats.
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What SMBs value in third-party service engagements

48%  Stakeholder Management

o
} Strategy Alignment

42.5%

The providers help us define a clear strategy for our 470/
cloud and/or Al strategy and adoption o

40.5% Knowledge and Expertise

The providers help us accelerate time to market o i
for cloud and/or Al solutions 39 5 A) Accelerated Time to Market

(%) Crayon


Presenter Notes
Presentation Notes
From the study, it is useful to note what SMBs most value in their relationships with their external IT service partners.  Really useful to note that cost is not a prime driver of perceived value.  Cost tends to come in more when SMBs feel they are not gaining benefit in these other areas.
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Crayon Cybersecurity Practice

0

y —-'l

Managed Detection
& Response Services

—= =

Cloud security assessment Technology
Penetration Testing / agnostic advice
Vulnerability assessment
Patch management
Dark Web Monitoring
Security Awareness training

In-house expertise

Full-spectrum
protection

Vendor agnostic
security
assessments

Turnkey
solutions

=
0@ e
ﬂ*‘("

Automated Deployments,
Powered by "Crayon ONE
Security IP"

(%) Crayon


Presenter Notes
Presentation Notes
Our Crayon ONE Cybersecurity comprises of uniquely developed intellectual property (IP),
Which you and your business benefits from.
Our years of trusted and proven expertise, combined with turn-key solutions,
which is both vendor agnostic and field-tested solutions,
Ensures alignment to your needs today and ongoing.
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Crayon ONE Security Framework

Modern SecOps

DATA PROTECTION
Protect sensitive information
through Encryption and
governance.

IDENTITY MANGEMENT
Ensures user and device
authentication with least
privilege access. «  Empower your defence with real-
time detection and precise

identification of cyber threats.

«  Secure your assets and enforce
governance with robust

APPLICATION SECURITY protection at every layer.

Ensures secure access to

Applications and APIs. DEVICE SECURITY

Secures and manages
endpoints while ensuring *  Accelerate recovery and respond

compliance. decisively to minimize impact and
restore operations.

NETWORK PROTECTION
Implements micro-segmentation
To minimize lateral movement. Oo Cr(]yon


Presenter Notes
Presentation Notes
We know there is no on solution which fits all.
Our framework of critical cybersecurity components,
Can be organically consumed and used – on your timeframe,
When you need, and scale as your business demands.
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Crayon ONE
Security Framework

1. Baseline security

2. Anti Ransomware / Anti Business Email
Compromise (BEC)

3. Data Protection

4. ldentity Management

5. Cloud Protection



Presenter Notes
Presentation Notes
Our ready-to-consume security offerings,
Enable you and your business to get started NOW,
With minimal risk, known costs and tangible outcomes,
Aligned to business goals, technical requirements and desirable outcomes.
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Strategic Partnerships Within All Layers

of Cyber Security
== chtzv .an.lCt.l AIRLOCK CONTRAFORCE
veeam ziziLio (EFer @) TREND

B notomox 4 109 Acronis

7

Senserva /Al AvePoint Delinea
(%) Crayon


Presenter Notes
Presentation Notes
Here are some of our strategic trusted vendors, which we have vetted to ensure market suitability.
And underpin our solution set and staff augmentation capabilities.
For those focused on specific frameworks, such as NIST, CIS or ASD's Essential 8, we have solutions ready to go,
For you to adopt and deliver to your customers.

Now, handing back to Nick . . .


(%) Crayon
Q&A


https://apac.crayonchannel.com/enablement/insights/cybersecurity-resource-round-up/?mkt_tok=MzI1LUFMVy0zOTQAAAGbbi0Bqk4flWGL7Y6luC5lqaRsqprDqVwBYvLfOQOYF3eSRhc4queo3T1Z1heRTlbP3x_4Goa7xYE4BORNZJ4&utm_source=Webinar&utm_medium=Deck&utm_campaign=Cybersecurity%202027
https://apac.crayonchannel.com/enablement/insights/cybersecurity-resource-round-up/?mkt_tok=MzI1LUFMVy0zOTQAAAGbbi0Bqk4flWGL7Y6luC5lqaRsqprDqVwBYvLfOQOYF3eSRhc4queo3T1Z1heRTlbP3x_4Goa7xYE4BORNZJ4&utm_source=Webinar&utm_medium=Deck&utm_campaign=Cybersecurity%202027
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmaillive.rhipe.com%2FMzI1LUFMVy0zOTQAAAGbbi0Bqq97C3Bp0bjoRfOVs8o36Cx9EB5gIjvhpGhp4WrT8_x_1Jt0aFisOAmY36TncHLPStA%3D&data=05%7C02%7CNick.Deetcher%40crayon.com%7C32e95442fcfb4c27c96b08ddba03e53d%7C8f47ad7144ca48bfafe356b9360a4495%7C1%7C0%7C638871248111839465%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=wxHI5YyAdaYgYfrt03Ving9GbFzdZIyKI3d1kwZLYMs%3D&reserved=0
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How to get started today

Scan the QR code now

OR reach out to your existing Crayon contact

- We'll meet with you and your team

« QOutline best approach for your requirements, be
they business, technical, time and budget
constraints

* More than likely, we have already solved your

Issue with prior customers.



Presenter Notes
Presentation Notes
How to get started today !

https://apac.crayonchannel.com/enablement/insights/cybersecurity-resource-round-up/?mkt_tok=MzI1LUFMVy0zOTQAAAGbbi0Bqk4flWGL7Y6luC5lqaRsqprDqVwBYvLfOQOYF3eSRhc4queo3T1Z1heRTlbP3x_4Goa7xYE4BORNZJ4&utm_source=Webinar&utm_medium=Deck&utm_campaign=Cybersecurity%202027
https://apac.crayonchannel.com/enablement/insights/cybersecurity-resource-round-up/?mkt_tok=MzI1LUFMVy0zOTQAAAGbbi0Bqk4flWGL7Y6luC5lqaRsqprDqVwBYvLfOQOYF3eSRhc4queo3T1Z1heRTlbP3x_4Goa7xYE4BORNZJ4&utm_source=Webinar&utm_medium=Deck&utm_campaign=Cybersecurity%202027
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