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• Microsoft CSP Updates

• Microsoft CSP Copilot and M365 E3 Promo.

• Deciding to Sentinel or not to Sentinel: What are your options?

• Microsoft Sentinel: What does it do and how to plan for the cost?

• Introducing ContraForce: A fresh approach to managing Microsoft Sentinel and 
Microsoft Defender as the Managed Security Services Provider.

Agenda



Crayon Group - Internal Only

Microsoft CSP 
Updates

11/1/2024



Crayon Group - Internal Only

Microsoft Licensing Changes Summary

New Microsoft/Office 365 Enterprise without

Teams and Teams SKUs were added to CSP 

Pricelist

• New Enterprise suites without Teams are US$1.75-$2.25 
cheaper per user per month, while the new standalone Teams 
SKU for Enterprise costs US$5.25 per user per month

• End the sale of net-new subscriptions to all existing Enterprise 
SKUs with Teams (Office 365 E1/E3/E5 and Microsoft 365 
E3/E5)

• Existing SMB and Frontline suites with Teams (Business 
Basic/Standard/Premium, MF1, MF3, OF31) continue to be 
available alongside the new versions without Teams

• Existing customers can continue using their current 
subscriptions.

11/1/2024 5

Starting April 1, 2024, Starting Oct 1, 2024

Old Microsoft/Office 365 Enterprise with Teams 

SKUs were deprecated from CSP pricelist

• New subscriptions could no longer be provisioned.

• Existing customers can still upgrade from O to M365 
Enterprise.

• Change of billing term and billing frequency no longer possible

• NFP/Edu customers not affected

• If you have customers on legacy O365 SKUs and want 
monthly commit, will need to schedule migration
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Launching Office LTSC 2024 for GA Oct 1, 2024

• Beginning on October 1, 2024, Microsoft 
Partners will be able to transact the 
following Office LTSC software via Partner 
Center:

Product Product ID

Access LTSC 2024 DG7GMGF0PN5J

Excel LTSC 2024 DG7GMGF0PN5H

Excel LTSC for Mac 2024 DG7GMGF0PN5G

Office LTSC Professional Plus 2024 DG7GMGF0PN5F

Office LTSC Standard 2024 DG7GMGF0PN5D

Office LTSC Standard for Mac 2024 DG7GMGF0PN5C

Outlook LTSC 2024 DG7GMGF0PN5V

Outlook LTSC for Mac 2024 DG7GMGF0PN5W

PowerPoint LTSC 2024 DG7GMGF0PN47

PowerPoint LTSC for Mac 2024 DG7GMGF0PN46

Project Professional 2024 DG7GMGF0PN45

Project Standard 2024 DG7GMGF0PN44

Visio LTSC Professional 2024 DG7GMGF0PN43

Visio LTSC Standard 2024 DG7GMGF0PN42

Word LTSC 2024 DG7GMGF0PN41

Word LTSC for Mac 2024 DG7GMGF0PN40
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Microsoft 365 NCE NFP Promo
Summary

• 20% NCE monthly commit premium waived for eligible NFP NCE M365 SKUs on NCE monthly commit, 
monthly payment subscription

Eligible Product

• M365 Business Standard
• M365 Business Premium
• M365 E3
• M365 E5

Promo period

• March 18 – Dec 31 2024

Customer Eligibility

• New NFP customers purchasing M365 for the 1st time
• Existing nonprofit customers upgrading to a more premium product
• Legacy CSP customers renewing on the new commerce experience
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NCE mandatory date for Edu/NFP

• Beginning August 1, 2024, new subscription purchases for available 
Education and Nonprofit SKUs must be on new commerce

Auto-migration of NFP/Edu legacy CSP subscriptions

• Began since September 1, 2024.
• Expiring subscriptions with retired products will not be renewed under NCE, 

and partners will need to migrate to a new corresponding replacement and 
assign the new licenses to users to avoid disruption to user services.

NFP/NCE CSP Incentives retirement

• March 31, 2025

Legacy CSP Admin Fee

• From April 1, 2025

More details:

• For Microsoft announcement, please visit http://rhi.pe/1as
• For more details, please refer to our blog

Reminder: Public Sector NCE Migration Timeline

Key milestone Date

New subscription purchase must 
be on new commerce

August 1, 2024

Microsoft led migration for Public 
Sector

September 1, 2024

End of legacy incentives March 31, 2025

http://rhi.pe/1as
https://apac.crayonchannel.com/enablement/insights/blogs/transitioning-from-csp-to-nce/
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All Copilot Promos

https://golive.apac.crayon.com/M365Copilot-IncentiveOffer.html
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All Copilot Promos

https://golive.apac.crayon.com/M365Copilot-IncentiveOffer.html
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Try out Copilot by aligning Copilot subscription end date with existing annual commit NCE subscription

Scenario 1: Microsoft 365 with Copilot add-on

• Partner have a customer on a Microsoft 365 Business Premium subscription.

• The subscription is due to renew in three months, but the customer wants to add Copilot licenses for their 
executive team.

• By using co-terming, you can align the new Copilot licenses to the Business Premium subscription end date.

Blog: How to streamline subscription renewals with co-termination (crayonchannel.com)

Trial with Co-termination

https://apac.crayonchannel.com/enablement/training/technical/what-is-cotermination/
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Other Promos
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Dynamics 365
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Microsoft 365 E3 15% off Promo
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M365 E3
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Office 365 E1/E1 Plus
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Summary
• Beginning January 27, 2025, any OneDrive user account that has been unlicensed 

for longer than 93 days becomes inaccessible to admins and end users.
• The unlicensed account is automatically archived, viewable via admin tools, but 

remains inaccessible until administrators take action on them.
• You can identify unlicensed OneDrive accounts by generating unlicensed user 

report at SharePoint Admin center.
• After identifying the unlicensed OneDrive account, you can choose to license or 

delete the account. If no action is taken, the account is automatically archived from 
January 2025.

• Changes do not apply to EDU, GCC, or DoD customers.

Changes to storage policies for unlicensed OneDrive accounts



Crayon Group - Internal Only

Archival
• If no action is taken, the account remains archived through Microsoft 365 Archive for 

retrieval later.

Retrieval
• If you want to access the data of the now inaccessible unlicensed OneDrive account, 

reactivation is required, and you must do the following prerequisites to set 
up Microsoft 365 Archive:
1.Set up and link Azure subscription in Syntex pay-as-you-go.
2.Must have Global admin or SharePoint admin permissions.
3.Enable Microsoft 365 Archive Unlicensed Account billing (billing is available starting 

April 2025).

Archive and access unlicensed OneDrive Account

https://learn.microsoft.com/en-us/microsoft-365/syntex/archive/archive-overview
https://learn.microsoft.com/en-us/microsoft-365/syntex/archive/archive-setup
https://learn.microsoft.com/en-us/microsoft-365/syntex/syntex-azure-billing
https://learn.microsoft.com/en-us/microsoft-365/syntex/syntex-azure-billing
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Charges from archived 
accounts

Archived data tier storage: $0.05/GB

Reactivation of archived data after 7 days:

$0.60/GB

Manage unlicensed OneDrive user accounts - SharePoint in 
Microsoft 365 | Microsoft Learn

https://learn.microsoft.com/en-us/sharepoint/unlicensed-onedrive-accounts#charges-from-archived-accounts
https://learn.microsoft.com/en-us/sharepoint/unlicensed-onedrive-accounts#charges-from-archived-accounts
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When to Sentinel
Security Consultant: Michael Brooke
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INTRODUCTION

Alert logging with a Basic Security Posture
1

Have an incident 
response plan 
and test 
regularly

2

Implement Multi-
factor 
authentication

3

Harden endpoint 
devices (NGAV, 
EDR, ASR)

4

Provide Security 
awareness 
training for staff

5

Keep Operating 
systems and 
Applications up-
to date

6

Minimise the 
number of 
admin users –
remove local 
admin

7

Email and web 
filtering to be 
enabled

8

Perform regular 
Backups  and 
test restore

Identify Protect Detect Respond Recover

Business Continuity
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MICROSOFT 365 DEFENDER SERVICES

Microsoft 365 Defender

• Coordinates the detection, 
prevention, investigation, 
and response to threats.

• Protects identities, 
endpoints, apps, and 
email/collaboration.

• Integrated protection against 
sophisticated attacks

Integrated Microsoft 365 Defender Experience

Microsoft 
Defender for 

Identity

Microsoft 
Defender for 

Endpoints

Microsoft 
Defender for 
Cloud Apps

Microsoft 
Defender for 
Office 365
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INTRODUCTION

• Organisation is primarily M365 
Business Premium, M365 E5 or E5 
Security

• Limited / No on premise server 
infrastructure

• 1 month detailed alert and incident data 
/ 6 months of alert information

When Defender XDR – M365 Defender

Device

Identity

Collaboration

Data



Crayon Group - Internal Only

Users

Devices

Applications

Infrastructure

Across multicloud, multiplatform

Move faster with simplified threat detection and response



Crayon Group - Internal Only

INTRODUCTION

Choose Microsoft Sentinel, when:

• You want to use Security Copilot for more 
comprehensive analysis

• Client requirement log data must be retained
• Part of a Security Operations Centre
• Advanced threat hunting
• Data is required to be retained for >90 days
• Log ingestion from non M365 sources

Device

Identity

Collaboration

Data

Network

Infrastructure
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Free Ingestion sources (Sentinel)

•Defender 365 (XDR) alert data 
• Microsoft Defender XDR

• Microsoft Defender for Cloud

• Microsoft Defender for Office 365

• Microsoft Defender for Identity

• Microsoft Defender for Cloud Apps (excl;uding Firewall logs)

• Microsoft Defender for Endpoint

•M365 E5, E5 Security, A5, F5: 5 MB per 
user/per day
• Azure Active Directory (Azure AD) sign-in and audit logs

• Microsoft Defender for Cloud Apps shadow IT discovery logs

• Microsoft Information Protection logs

• Microsoft 365 advanced hunting data

• Azure Activity Logs

• Microsoft Sentinel Health

• Office 365 Audit Logs, including all SharePoint activity, Exchange admin activity, and 
Teams



Crayon Group - Internal Only

Managing Sentinel costs
Sentinel is an effective and powerful SIEM, to minimise costs, here are some ideas

•Use Basic logs for high volume sources like 
Firewall / Network 

•Set up Cost Management alerts

•Enable the least number of connectors 
needed

Reducing Sentinel spend
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ContraForce
Security Service Delivery Platform
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Meet ContraForce
Security Operations is Our DNA

Our Investors:

Our team has over 150+ years of combined Security Operations experience
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Key Takeaways
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Security Services Are Table Stakes
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Record SMB Attacks
The 2023 ITRC Business Impact 
Report shows 73% of SMBs 
experienced a cyberattack, data 
breach, or both in the past 12 
months, up from 43% in 2022.

Security Service Growth
Security Operations management 
represents a $500B total addressable 
market with only a ~5% current 
penetration, with the MDR market 
growing at 26% CAGR. 

MSSPs Need Help
MSSPs are on the front lines with 
customers, requiring security 
operations support for enterprise 
security tools to deliver effective 
24x7 security service outcomes. 

Security Services for SMBs and SMEs are in Demand
Why is now the right time?

Gartner | Forecast Analysis: Information Security and Risk Management, Worldwide.
McKinsey | New survey reveals $2 trillion market opportunity for cybersecurity technology and service providers

https://www.gartner.com/document/4741831
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Benefits for Service Providers
Expand Your Security Operations, Grow Your Business
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Supercharge Business Premium Security
Managed Microsoft Defender for Business

Key Elements Business Standard Business Premium

Price $12.00/User/Mo $25.00/User/Mo

Office Desktop Apps

Office Online Apps

Device Management

Entra ID (User Signals)

Defender for O365 

Defender for Business

ContraForce for EDR

$25.00 price based on Microsoft Business Premium monthly price of $22 per User plus $3 per Endpoint for ContraForce Storm.
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Focus on the Things That Matter
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1

2

3

4

We continuously monitor 
all systems for signs of 

suspicious activity.

Monitoring
Alerts are generated and any 
potential threats are flagged 

and prioritized. 

Threat Detection
Analysts investigate to 

determine the nature and 
severity of the threat. 

Investigation
Analysts execute predefined 

response protocols to contain 
and neutralize the threat.

Response

Onboarding Reporting

Continuous Improvement

Threat Detection, Investigation, and Response Workflow 

Deliver World Class Security Services
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Traditional Roadblocks MDR Delivery with ContraForce

High setup costs

Cyber and engineering labor shortage

Evolving threat landscape

No infrastructure investments

Minimal engineering cost

Up-to-date security content

Stand-up an MDR Service
Quickly Generate New Revenue Streams

Multi-Tenant Service Management Multi-tenant remediation automation
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Security Service Delivery Platform (SSDP)

Security Service Delivery Platform
Cloud – Multi-tenant – AI - Hyperautomation

Storm 
Commercial Program

Storm Providers
24x7 Service Delivery

Remediation Actions 

The ContraForce Platform

Spark
Security Service Workbench

CrowdStrikeDefender SentinelOne

Sentinel Splunk QRadar Sentinel

Detection Subscriptions
SIEM 

Workspaces

EDR/XDR 
Workspaces

Entra ID Endpoint M365 Network Ticketing
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Storm Service Deliverables
Enhance Security and Simplify Operations

1



Crayon Group - Internal Only

How is ContraForce Priced?
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Choose Your Service Delivery

Select Your Client’s Workspace:

Storm 
Co-Managed

Select Your Client’s Workspace:

Spark
Self-Managed

OREDR
/User/Mo

SIEM
/User/Mo

EDR
/User/Mo

SIEM
/User /Mo

Available Add-On: • Custom Detection Rule Creation
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Choose Your Service Delivery

Select Your Client’s Workspace:

Storm 
Co-Managed

Select Your Client’s Workspace:

Spark
Self-Managed

OR
EDR

$1.00
/User/Mo

SIEM

$2.00
/User/Mo

EDR

$3.00
/User/Mo

SIEM

$6.00
/User/Mo

Discount bands available. Storm suggested client sale price: Managed EDR $6.00, Managed SIEM $8.00 
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ContraForce Onboarding
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Onboard with ContraForce in 3 Easy Steps!
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The Old Way… 
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Microsoft Sentinel Remediation Workflow with AutoTask
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The Best Way! 
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ContraForce Remediation Workflow
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What’s the Process?
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Work with your 
dedicated CSM to 
start your 2-week 
ContraForce trial

Contact Your CSM

Onboard your MSP 
workspace and 

connect your client 
workspaces

Onboard Workspaces

Enable the delivery 
of security service 

outcome driven 
metrics (ODM)

OODA Enablement

Decide if Spark or 
Storm is the right fit 

for your MSP and 
for which clients

Conclude Trial

Visit Prism to 
purchase Spark or 
Storm and deliver 
security services

Purchase ContraForce

1 2 3 4 5

Start

Deliver Service Excellence

How Do I Get ContraForce? 
Help Every Step of the Way
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What Did We Cover?
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Key Takeaways

Massive Market Opportunity  
Looking to provide MDR or improve your existing offering? We can help.

High Perceived Customer Value
Increase customer retention, capture new logo acquisition and increase margin!

Have the Conversation!
Engage with your local Crayon sales team to facilitate an intro, demo or evaluation. 
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Secure Your MSP:

Storm 
Co-Managed

EDR
FREE
/User/Mo

SIEM
FREE
/User/Mo

Storm Internal NFR
MSP Only Promotion

Initial Storm internal NFR is free for 2-months up to 20 seats.
To continue access to your NFR, place an order within the first 2-months.
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Contact Me
At anytime..

Scott Goodman
Service Provider Lead
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