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Monetising Security as a Managed Service
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• There has been a 23% increase in cybercrime 

reported since last financial year

• In the last ACSC SMB survey of almost 2,000 

businesses 62% experienced a cyber crime incident

• 1 in 5 SMBs did not know the term “Phishing”

• Half of all SMBs rated their Cyber Security 

knowledge as average to below average

• 80% of SMBs rated Cyber Security as important to 

very important

• SMBs that outsourced IT security believe they are 

better protected than they really are

• Almost half of SMBs reported they spent less than 

$500 on cyber security per year.

Cyber Crime and SMBs; The Facts
Australian Cyber Security Centre (ACSC) – part of the Australian Signals Directorate (ASD)

What the ACSC considers an SMB

• Sole trader: 1 employee

• Micro business: 2-4 employees

• Small business: 5-19 employees

• Medium business: 20-199 employees
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Why monetise & package 

Security as a Managed Service
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Example of what 
MSP’s are charging
Example 1
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Example 1 continued
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Example 2
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How to monetise & package 

Security as a Managed Service
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Use a Cybersecurity framework to educate your customers 
& increase your revenue

ACSC- Essential 8

Application Control Patch Applications
Configure MS 

Office Macro Settings

User Application

Hardening

Restrict Administrative 

Privileges

Patch Operating 

Systems

Multi-Factor

Authentication

Regular

Backups
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• What is the right Security Posture for your 
clients.

• Should you have more than one offering.

• Every client should have a default Basic 
Security setting. Some clients need more.

• There is no such thing as different flavours 
of Security.

Who is your customer

• Personal Details

• Financial Status

• Transaction Details

• Taxation information

• Share trading App

• B2B with Accountants

• Co Account names

• EFTPOS Machine

• Warehousing App

• Shared mailboxes
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Control Control Action Assumptions & Comments Licence SKU

Application Control Block executable mail content. Execution in temp 

folders. Protect against un-wanted Apps. Restrict 

ActiveX. App Control W/L.

Defender for Office, MDE ASR 

rules, MDAC

M365 Bus Premium Defender 

for Business, Defender 

for Office P2

Patch Applications Disable un-supported Apps. Manage Security on 

Internet facing servers. Review vulnerabilities daily.

Intune, Win update for Bus, 

Defender for endpoint, MS 

Edge, Intune.

M365 Bus Premium, Defender 

for Business, Microsoft Intune

Defender for Endpoint P2.

Configure MS Office 

macro settings

Disable un-necessary Macros. Macros from 

Internet blocked. Use of Macros

MS Defender for endpoint, 

MS Defender for office safe-

links, ASR

M365 Bus Premium, Defender 

for Business,

Microsoft Intune

Defender for Office P1

User Application 

hardening

Block internet Ads. Restrict web browser 

processing Java

Intune, Defender Smartscreen, 

MS Edge managed by Intune.

M365 Bus Premium

Defender for Business,

Microsoft Intune

Restrict 

Administrative privileges

Restrict and limit PA access, and PA Internet, 

services, email, access. Role based PA, Manage 

PA’s. Limit use of roles

Entra ID.

M365 Bus Premium, 

Microsoft Intune

Entra ID P1 & P2

Patch Operating Systems Update Internet facing servers and run vulnerability 

scans. Replace un-supported Operating systems.

Intune, Def for endpoint, Win 

up-date for Business.

M365 Bus Premium,

Microsoft Intune

Defender for Business

Multi-Factor 

Authentication

Enable MFA for all users. Enable MFA for third 

party users

Entra ID. M365 Bus Premium, Entra ID 

P1 & P2

Regular Back-ups Create and retain Back-ups. Back-up policies and 

procedures.

Azure Back-up, M365 Back-up Azure Back-up, M365 Back-up

What do you pick, what do you add
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Refine, then Market your offer

Control Control Action Assumptions & Comments Licence SKU

Application Control Block executable mail content. Execution in temp 

folders. Protect against un-wanted Apps. Restrict 

ActiveX. App Control W/L.

Defender for Office, MDE ASR 

rules,

M365 Bus Premium, Defender 

for Office P2

Patch Applications Disable un-supported Apps. Manage Security on 

Internet facing servers. Review vulnerabilities daily.

Intune, Win update for Bus, 

Defender for endpoint, MS Edge, 

Intune.

M365 Bus Premium, Defender 

for Business, Defender for 

Endpoint P2.

Configure MS Office 

macro settings

Disable un-necessary Macros. Macros from Internet 

blocked. Use of Macros

MS Defender for endpoint, 

MS Defender for office safe-

links, ASR

M365 Bus Premium, Defender 

for Business, Defender for 

Office P1

User Application 

hardening

Block internet Ads. Restrict web browser processing 

Java

Intune, Defender Smartscreen, 

MS Edge managed by Intune.

M365 Bus Premium

Restrict 

Administrative privilege

s

Restrict and limit PA access, and PA Internet, services, 

email, access. Role based PA, Manage PA’s. Limit use 

of roles

Entra ID P1. M365 Bus Premium, Entra ID 

P1 & P2

Patch Operating 

Systems

Update Internet facing servers and run vulnerability 

scans. Replace un-supported Operating systems.

Intune, Def for endpoint, Win up-

date for Business.

M365 Bus Premium, Defender 

for Business

Multi-Factor 

Authentication

Enable MFA for all users. Enable MFA for third party 

users

Entra ID P1. M365 Bus Premium, Entra ID 

P1 & P2

Regular Back-ups Create and retain Back-ups. Back-up policies and 

procedures.

Azure Back-up, M365 Back-up Azure Back-up, M365 Back-up

User Training User Awareness and Anti-Phishing campaigns If not Defender for O365 P2 rhipe can assist you with 

usecure

https://www.usecure.io/en/dem

o-centre

https://www.usecure.io/en/
https://www.usecure.io/en/demo-centre
https://www.usecure.io/en/demo-centre
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Security Awareness 
Training

__________

User-Tailored Programs

Compliance Library

Custom Course Builder

Simulated Phishing
__________

Automated Phishing

Template Library

Custom Spear-Phishing

Message injection

Policy Management
__________

Trackable eSign Approvals

Template Library

Custom Template Builder

Dark Web Breach Scans
__________

Ongoing Users Monitoring

Breach Dashboard

PRO: Notifications/Reporting 

PRO: Domain Monitoring

HRM — 4 security products in 1

Human Risk Analytics >> Automated Performance Reports

uLearn uPhish uPolicy
uBreach Starter / 

PRO

MSP focused – white labelled – admin light – multi tenant
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What is a Service Description

Service Description Silver Gold Platinum

24 x 7 Remote Support

Desktop Support

On-site support

Device Patching

System Monitoring and Alerting

System Back-up

Disaster Recovery

Monthly Reporting

Mobile Device Management

Business Continuity

Network Security

Application Patching

End User support per user per month

Disaster Recovery

Included in the service is a Disaster Recovery service 

provided by MSP in client’s Azure service that captures 

data of client servers at regular intervals including its data, 

operating system application and configuration and 

replicates those images to a secondary Azure data centre, 

for purposes of restoration of service.

Monthly Reporting

MSP will provide clients with monthly reporting detailing 

resolved tickets, patching, antivirus performance, service 

availability and network reliability.

Link to description in main body of 

document

Description of Services

Service Description End User 

Management main document



Crayon Group - Internal Only

What is a Service Description

19.09.2024 Footer15

User Awareness Training

MSP includes and requires all computer users at client to 

participate in regular security awareness training as 

provided. Training may include simulated phishing attacks, 

instruction in company IT policies and best practices, 

compliance training and testing.

End Point Protection

All antivirus licensing is included for Servers, MAC’s and 

PC’s. MSP monitors the antivirus software 24/7 and in the 

event of a virus/ad-ware/spyware etc. being detected a 

service ticket be created in MSP’s ticket management 

system.  MSP will address viruses as requiring an 

emergency response by a technician to confirm virus 

removal.

Description of ServicesService Description Silver Gold Platinum Cyber Security

24 x 7 Remote Support

Desktop Support

On-site support

Device Patching

System Monitoring and Alerting

System Back-up

Disaster Recovery

Monthly Reporting

Mobile Device Management

Business Continuity

Network Security

Application Patching

End Point Protection

Email Security

Detection and Response

Auto Threat Remediation

Password and Sign in Management

Monthly Security Reporting

Application Protection

User Awareness Training

End User support per user per month

Include or keep separate

Service Description Cyber-

Security main document

Link to description in main body of 

document



Crayon Group - Internal Only

• What do they currently do about 
Security.

• What is the status of their IT.

• How will we get them to our Security 
baseline that meets their needs.

• Existing customer question:

• “What do you think we have you covered for when 
it comes to Cyber-Security”

• “What about those questionnaires from your 
Insurance company, we helped you with”

New Security customer

Desktop or Tools
Security

Assessment

• Crayon White Label

• Microsoft Free

• Microsoft Secure 

Score

• Build your own

• Everything or just 

endpoints

• Just the results or 

Analysis too

• Prioritised
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• QS solutions (the makers of CSAT) collect data to perform the assessment, and the data is subject to GDPR rules prior to it 
being destroyed, this is important as a client may ask about this. 

• The Microsoft Security Assessment Tool (MSAT) is a risk-assessment application designed to provide information and recommendations about best 
practices for security within an information technology infrastructure. 

Microsoft Free Security Assessments

AAligned to 
Essential 8
Aligned to 
Essential 8
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CSAT self service assessment

18

Here is the link to the Self-Service Assessment Solution Assessment Program (microsoft.com)

https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fsolutionassessments%2Fself-assessment&data=05%7C01%7CFiona.Golinelli%40crayon.com%7Ca9c480defcd94c16b91808dbd6b740df%7C8f47ad7144ca48bfafe356b9360a4495%7C1%7C0%7C638339854787172598%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=q78P6c18XFYEexw1Rs60iVFXjF9CdGFvXcIooMCl%2FQE%3D&reserved=0


Crayon Group - Internal Only19

CSAT QuickScan assessment

Use the QuickScan

free Assessment 

FOR 30-300 SEATS

• Microsoft have launched an “SMB Assessment Desk “ who will be supporting the 

delivery of this assessment

• The SMB Assessment Desk is designed to provide Microsoft’s SMB customers with 

access to light rapid server migration and cybersecurity-focused assessments using 

Azure Migrate and QS Solutions’ Cybersecurity Assessment Tool (CSAT), with the goal 

of providing customer decision-makers and partners with data, insights, and actionable 

recommendations in support of migration to Microsoft’s cloud services.

• Nominations are via this link https://www.microsoft.com/en-

us/solutionassessments/register  - then someone from the Microsoft SMB assessment 

desk will get in touch and kick off process

• Eligibility Criteria: In addition to the number of endpoints (30-300), needs to be 

customer pre-agreement on assessment, no previous assessment in the same TPID

• Estimated time from nomination approval to report delivery: 1-3 weeks

https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fsolutionassessments%2Fregister&data=05%7C01%7Cfiona.golinelli%40crayon.com%7Cbae582ac019d419d945108dbd69574ab%7C8f47ad7144ca48bfafe356b9360a4495%7C1%7C0%7C638339710162126210%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=W5aLnn7IPL0BJeKeCHuNliVLzonUIzVh1IYO7F1FL3E%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fsolutionassessments%2Fregister&data=05%7C01%7Cfiona.golinelli%40crayon.com%7Cbae582ac019d419d945108dbd69574ab%7C8f47ad7144ca48bfafe356b9360a4495%7C1%7C0%7C638339710162126210%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=W5aLnn7IPL0BJeKeCHuNliVLzonUIzVh1IYO7F1FL3E%3D&reserved=0
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The conversation with the client

19.09.2024 Footer20

ASD-8 Security

Assessment

• Where are you now the results

• Where does your business need to be

• List, Prioritise and Explain the deltas

Control Level 0 Level 1 Level 2 Level 3

Application Control

Patch Applications

Configure MS Office macro settings

User Application hardening

Restrict Administrative privileges

Patch Operating Systems

Multi-Factor Authentication

Regular Back-ups

User Training

• When should the work be done

• How long will it take

• How much will it cost
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The conversation with the client

Our MSA includes Cyber-Security

• Will keep you where you need to be

• 12, 24, 36 months

• On-boarding costs

• Amortise

• Upfront

• Ignore

• Includes assessment if they sign?

• You get a monthly meeting and report

Managed Services Agreement

End Point Protection

Email Security

Detection and Response

Auto Threat Remediation

Password and Sign in Management

Monthly Security Reporting

Application Protection

User Awareness Training
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Monthly client Security meeting

Our MSA includes Cyber-Security

• Show the value of your service

• Agree on what needs to be addressed

• Send in advance of the meeting

Managed Security Service Report Risk Status Report

• Who’s risk? Yours or the Clients

• Document it and share with Client

• Show it every month
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Report pdf

19.09.2024 Footer23

Reports in Microsoft Defender for Business | Microsoft LearnWhy is it so useful

https://learn.microsoft.com/en-us/microsoft-365/security/defender-business/mdb-reports?view=o365-worldwide
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Risk Status report

Why is it so important

Case No

Risk Title Description

Notification 

Date

Client 

informed

Client 

Accepts Comments and Date

17 Application Whitelisting disabled End user are not happy with 

restrictions as they believe it is 

impacting productivity

29/11/2023 Yes Yes 29/11/23 Client will raise the 

issue at the next Executive 

Management meeting, in time 

for next Security Service meeting

16 Admin Accounts are un-restricted Certain Executives said they 

need to make changes on the 

M365 tenant if their team 

members have problems, 

because IT is too slow to 

respond.

19/09/2023 Yes Yes 19/09/23 Client will raise the 

issue at the next Executive 

Management meeting, in time 

for next Security Service 

meeting. 29/09/23 Issue resolved 

Management agreed only Whiz 

IT are allowed to make changes

Risk Status Report for Jedi Engineering
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Let’s summarise – Why Microsoft 365 Business Premium

• Here are the benefits

Comprehensive and easy to use

• One solution for productivity and security

• Cloud platform simplifies deployment

• Gets you up and running quickly

Reduces costs

• Eliminates costs of multiple point solutions

• Reduces helpdesk costs

• Eases licensing complexity

Enterprise grade technology

• Integrated security; trusted by enterprises

• AI-powered threat intelligence 

• Top rated security vendor 
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Next Steps

1. Draw up your Security Baseline

2. Translate your Baseline to a Service Description

3. Use the Summary report in Secure Score to make your own monthly client report

4. Make a Risk Register

5. Review the Free CSAT Security Assessments 
1. Self-Service Assessment Solution Assessment Program (microsoft.com)
2. QuickScan Assessment - Nominations are via this link https://www.microsoft.com/en-

us/solutionassessments/register  - then someone from the Microsoft SMB assessment 
desk will get in touch and kick off process

6. Install Microsoft Business Premium into your own tenant and start to use this. Learn how to 
configure this correctly so come to our next Workshop!!

https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fsolutionassessments%2Fself-assessment&data=05%7C01%7CFiona.Golinelli%40crayon.com%7Ca9c480defcd94c16b91808dbd6b740df%7C8f47ad7144ca48bfafe356b9360a4495%7C1%7C0%7C638339854787172598%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=q78P6c18XFYEexw1Rs60iVFXjF9CdGFvXcIooMCl%2FQE%3D&reserved=0
https://www.microsoft.com/en-us/solutionassessments/register
https://www.microsoft.com/en-us/solutionassessments/register
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